Quantum radar could be a “trip wire” able to detect stealth aircraft, says
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Warfare gets the quantum edge
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Even warfare is going quantum: .

around the country, researchers
have started plying the subatomic
realm for a range of possible de-
fence applications that might well
help Australia capture, or at least
maintain, regional superiority in
the sky, land and sea.

Most of the research is backed
by the Department of Defence’s
ambitious Next Generation Tech-
nology Fund, managed by the De-
fence Science and Technology
group in Adelaide, which is spend-
ing $730 million to upgrade Aus-
tralian military might by pushing

technologies hard in order to de- °

velop novel solutions to a range of
battlefield challenges.

Of the 11 multi-year projects
seeking to exploit the often-
spooky effects of quantum mech-
anics, four are under development
by the Institute for Photonics and
Advanced Sensing (IPAS) at the
University of Adelaide.

Among them, quantum radar
to detect stealth aircraft; portable
atomic clocks for use in a battle-
field when GPS is knocked out by
anadversary;and a quantum mag-
netometer array for anti-submar-
inewarfare.

Take quantum radar: stealth
aircraft are designed with rounded
surfaces or absorbent materials
and other technologies that make
them more difficult to detect or
track effectively by conventional
radar.

Stealth planes are especially ef-
fectiveifused alongside radarjam-
ming and - other electronic
countermeasures that try to satu-
rate a defensive radar receiver
with noise or false information on
the range, angle or velocity of ob-
jects.

But quantum radar could over-
come these barriers by using a
beam of single entangled photons,
sentoneatatime.

When the reflected photon is

received back, it is compared with
its entangled twin at the detector’s
“idler beam”. The detector can
then isolate just those photons
that were originally sent by the
radar, completely filtering out any
other sources — making them
hard to evade or confuse with jam-
ming or electronic countermeas-
ures.

Although the concept is still in
itsinfancy, and there’s some loss of
signal, enough quantum correla-
tions should survive to make them
effective.

-Anditturns out thatsingle pho-
tons, when they strike a target, be-
have very differently from the
mass pulse microwave beams used
in conventional radar.

“These small pulse signals actu-
ally interact with the airplane dif-
ferently from large pulses, and
you're more likely that the pho-
tons reflect back to a detector,”
said IPAS’s Ben Sparkes. “So you
getbetter sensitivity that way.

“Maybe it wouldn’t work like a
standard radar, but more like a
trip-wire that detects a suspect ob-
Jjectatapredefined distance.

“You can then focus your con-
ventional radar onto that region
and try and measure the incoming
object (in more detail).”

Another threat is losing access
tothe global positioning system, or
GPS, run by the US Air Force
Space Command, which provides
extremely accurate timing and fre-
quency signals from a network of
3l satellites.

Each satellite has two precision
atomic clocks, accurate to within
100 billionths of a second, that are
synchronised with each other.

GPS receivers on the ground
work by measuring the relative
time delay between the signals
from four satellites simul-
taneously, and then mathemat-
ically converting these into spatial
coordinates to an accuracy of up to
30cm.

China, Russia and Europe have
their own global constellations,

and India a regional one.

Without GPS, targeting an
enemy would be monstrously dif-
ficult in today’s fast-moving
battlefront.

However, it’s not just essential
in warfare: civilian financial net-
works, telecommunication net-
works and electrical power grids
also rely on GPS for precision tim-
ing.

To compensate — for the mili-
tary, atleast—IPAS is developing
smaller, lighter and highly accu-
rate yet portable atomic clocks
that could be used in the field for
navigation, communications and
targeting; one is quantum optical
clock; the other, a cryogenic
sapphire oscillator, or “sapphire

puters are shielded to dampen
their electromagnetic fields, and
everything inside that could poss-
ibly make noise is cushioned with
rubber.

When approaching for attack,
submarines can turn off just about
everything — making them hard
to detect by acoustic sensors like
hydrophones, especially in the
noisier undersea environments
near the coast.

But they can’t avoid being
made of metal. And detecting a
slow-moving metal object under-
water is just what a quantum mag-
netometer would excel at.

These are envisioned as an
array of tiny atomic detectors on
the sea floor, connected by optical
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clock”.

“That’s a really important area
for Defence,” said Dr Sparkes.
“We've got two projects with
slightly different clock designs,
trying to make them maybe brief-
case-sized, but also extremely ac-
curate.

“Maybe not as good as the best
room-sized atomic clocks, but not
that much worse.”

For the quantum optical clock,
IPAS believe they can boost accu-
racy 100-fold compared with cur-
rent field-tested hydrogen maser
clocks; with the sapphire clock, the
aim is for 1000 times better — only
losing or gaining one second every
40 million years.

Submarines are another objec-
tive. Being undetectable is their
schtick: they use quiet motors,
have sound-absorbent cladding on
the hull, hide or disperse heat ex-
haust, and are built with as few
magnetic metals like iron, nickel
and cobalt and most of their alloys
as possible. Instruments like com-

fibre to monitoring stations on
land.

Lasers are repeatedly fired
down the line, atoms in the sensor
light up and — using a quantum
technique known as nonlinear
magneto-optical rotation — mea-
sure surrounding magnetic fields.
As alarge, slow-moving metal ob-
Ject passes near one of the detect-
ors, its magnetic “shadow” can
thenbe seen and tracked.

“The great thing about these
detectors is they have no power re-
quirements, they’re just atoms in a
glass cell” added Sparkes.
“Changes in the gradient of mag-
netic fields over a 2D array tells
you something is passing by ..
(and) you work out what direction
it’s moving as it crosses other de-
tectorsin the array.” _

What's more, it’s especially
sensitive at low frequencies, which
is exactly what you want in a sub-
marine detector, he added.

At the University of Sydney’s
Jericho Smart Sensing Lab, re-

searchers are working with the air
force to develop sensors that mea-
sure the gravity gradients of sur-
rounding topography and allow
aircraft to navigate even if GPS has
been jammed or degraded.

To do this, they plan to rely on
gravity gradiometry, a technology
used in civil engineering and min-
ing to measure the density of
underlying rock, making it poss-
ible to build a picture of topogra-
phy and subsurface anomalies;
airborne use relies on a cluster of
gradiometers.

But the problem with even the
best gravity gradiometers is that
they take time to build a map of
terrain;, what's more, they all rely
on accelerometers measuring the
displacement of a mass attached to
a spring — a concept that hasn’t
changed muchina century.

An entirely novel approach is
to use a quantum-based gravity
gradiometer relying on the Nobel
prize-winning 1980s invention of
the atom interferometer.

Most interferometers are op-
tical: they split light into two diver-
gent paths and compare them at
the end; when the beams recom-
bine, they create patterns of light
and dark bands called interference
fringes, which give highly precise
measurements of all sorts of physi-
cal phenomena, from stars to mol-
ecules.

Atom interferometers work by
coaxing atoms—which are highly
sensitive to gravity — to behave
like light waves.

Pulsing lasers then split and
manipulate atom waves to travel
different paths, which interact
with gravity in a way that affects
the interference pattern produced
when the two waves recombine.

Scientists can then analyse this
pattern to obtain an extraordi-
narily accurate measurement of
surrounding gravitational fields.

“It turns out that an atom-
based gravity gradient sensor is
much more robust and accurate
and precise, and requires less cali-

bration,” said Ben Eggleton, direc-
tor of Sydney Nano Institute
where the Jericho lab is based.

“It’s a paradigm shift in gravity
gradient sensors.”

Thesensorsrely on the factthat
the gravity gradients of most of the
earth’s surface have already been
mapped for mining or engineering
purposes; so computers aboard the
aircraft can then match terrain
they see in real time with the exist-
ing maps.

“So your gravity sensor will
look around and tell the computer, -
‘That's a mountain over there,
that’sahill over there, that’sa bit of
a gully’ and then the computer will
say, ‘OK, I know exactly where I
am’,” said Professor Eggleton.

The ambition is to not only de-
velop asingleinstrument that does
the job, but to meld it with all the
other instrumentation on a plane
— a concept known as “sensor fu-
sion”.

This is especially important for
a fighter pilot who's dealing with
the sensory overload of an air-
borne conflict, or commanders
and tacticians on the ground who
are handling multiple data
streams.

“You combine all those differ-
ent sensory outputs and create a
map that informs you well beyond
what you might be able to infer
from just one or two of those sen-
sors,” said Professor Eggleton.

This relies on artificial intelli-
gence and machine learning to
convert the raw data into valuable
information that can be quickly
understood and acted upon, he
said. -

“The air force is already using
sensors all over the place, but
many of them are 1990s techno-
logy that require a bunch of engi-
neers staring at screens,” he added.

“We hope to enable auto-
mation that provides a higher level
of situational awareness — for the
commander on the battlefield, the
chief of the air force or the Prime
Minister —asit unfolds.”
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